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FOCUS OF THE EVENT:

Activate All Your Senses

ICS Cybersecurity. Safety. Compliance.

At CS4CA, we present challenges and collaborate to come up with possible solutions. Guided by a Steering Committee of industry 
thought leaders, the key themes for 2019 are: Addressing the industrial cyber security skills shortage, creating a cross-functional team 
to manage cyber risk across IT and OT systems, going from international standards evaluation to field implementation, raising cyber 
security awareness among duty holders, reaping the fruits of cross-industry and cross-country collaboration.



SPEAKERSWHY NOW?

NETWORK WITH

- CISO’s

- CIO’s

- Heads of Risk & Compliance

- Heads of Cyber Security Audit

- Chief Engineers

- Heads of OT Security

- Heads of Process Control

- ICS Security Officers

- SCADA / ICS Security Engineers

- Plant Managers

- Oil & Gas

- Energy & Renewables

- Chemical

- Utilities

- Power Generation

- Mining

- Water Treatment

- Power

- Maritime

• Gain a Europe-wide perspective of threats, risks and defence lines asset owners are experiencing and adopting

• Hear case studies and first-hand experiences from critical infrastructure companies of all sizes

• Engage in conversations on the most pressing issues faced in both IT and OT environments

• Build and strengthen partnerships with the key players in the field

SPEAKERS

As innovation in technology continues to be adopted, the vulnerabilities of cyber-attacks increase. With companies 
regularly discovering they are victims of ongoing cyber-attacks, causing halts and resulting in major financial loss, cyber 
security is in the spotlight and awareness levels are increasing, be it among board members or regular employees. 
However, still lacking are cross-industry collaboration and cross-departmental collaboration; both paramount if we are 
to build resilience.
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Official Sponsor:

Founded in 1993, PAS is a leading provider of software solutions for ICS cybersecurity, process safety, and 
asset reliability to the energy, process, and power industries worldwide. PAS solutions include industrial 
control system cybersecurity, automation asset management, IPL assurance, alarm management, high 
performance HMI™, boundary management, and control loop performance optimisation. PAS was recently 
named the #1 Global Provider of Safety Lifecycle Management by ARC Advisory Group including #1 rankings 
within Chemical, Power Generation, Refining, and Oil & Gas. PAS solutions are used at over 1,380 industrial 
facilities including 13 of the top 15 chemical companies, 10 of the top 15 refining companies, and 5 of the 
top 15 power companies in the world.

Matthew Selheimer
SVP of Strategy, PAS

Matthew is an experienced global executive with a proven track record in cybersecurity, IT operations, 
and enterprise business applications. He is currently accountable for go-to-market strategy for PAS 
in the areas of cybersecurity and process safety. His previous roles include positions in marketing, 
strategic alliances, CRM and SAP systems engineering.

Host Sponsor:

Fortinet secures the largest enterprise, service provider, and government organisations around the world. Fortinet 
empowers its customers with intelligent, seamless protection across the expanding attack surface and the power to 
take on ever-increasing performance requirements of the borderless network - today and into the future. Only the 
Fortinet Security Fabric architecture can deliver security without compromise to address the most critical security 
challenges, whether in networked, application, cloud or mobile environments. Fortinet ranks #1 in the most security 
appliances shipped worldwide and more than 375,000 customers trust Fortinet to protect their businesses.

SPONSORS

Indegy, a leader in industrial cyber security, protects industrial control system (ICS) networks from cyber threats, malicious insiders 
and human error. The Indegy Industrial Cyber Security Suite arms security and operations teams with full visibility, security and control 
of ICS activity and threats by combining hybrid, policy-based monitoring and network anomaly detection with unique device integrity 
checks. Indegy solutions are installed in manufacturing, pharmaceutical, energy, water and other industrial organisations around the 
world.

Activate All Your Senses

Presenting Sponsors:

Claroty’s mission is to protect industrial control networks from cyber-attacks; ensuring the safe and reliable operation of the world 
most critical infrastructures. Claroty enables customers to enjoy the substantial benefits of increasingly networked control systems 
without compromising operational resiliency, personnel safety or the security of core assets. The Claroty Platform is an integrated 
suite of cybersecurity products, providing unmatched threat protection, detection and response.

CyberArk is the only security company focused on eliminating the most advanced cyber threats; those that use insider privileges to 
attack the heart of the enterprise. Dedicated to stopping attacks before they stop business, CyberArk proactively secures against 
cyber threats before attacks can escalate and do irreparable damage. The company is trusted by the world’s leading companies – 
including more than 50 percent of the Fortune 100 – to protect their highest value information assets, infrastructure and applications. 

SPONSORS

For more information, please visit: www.pas.com
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Owl Cyber Defense Solutions, LLC leads the world in data diode and cross domain network cybersecurity. With a constant focus on 
customers in the military, government, critical infrastructure, and commercial communities, Owl develops market-first, one-way data 
transfer products to meet a variety of operational needs, from entry level to enterprise. 

ICS Cybersecurity. Safety. Compliance.



 SPONSORS

Forescout Technologies is the leader in device visibility and control. Our unified security platform enables enterprises and government 
agencies to gain complete situational awareness of their extended enterprise environments and orchestrate actions to reduce cyber 
and operational risk. Forescout products deploy quickly with agentless, 100-percent real-time discovery and classification, as well as 
continuous posture assessment.

Darktrace is the world’s leading machine learning company for cyber defense. By applying advanced machine learning and AI, 
Darktrace Industrial defends Critical Infrastructure across the world, and is relied upon by leading utilities and manufacturers to 
secure their operational technology. Created by mathematicians from the University of Cambridge, the Industrial Immune System 
uses AI algorithms that mimic the human immune system to defend ICS environments of all types and sizes. In an era where OT 
and IT are increasingly converging, Darktrace is the only technology that provides full coverage of enterprise, industrial and IoT 
environments.

Silverfort delivers strong authentication across entire corporate networks, industrial and cloud environments, without any 
software agents, in-line proxies or configuration changes. Using patent-pending technology, Silverfort enables adaptive multi-
factor authentication for all sensitive users and devices, including systems that don’t support it today, such as IoT devices, critical 
infrastructure, file systems and more.

DNV GL is one of the world’s leading certification bodies. We help businesses manage risk and assure the performance of their 
organizations, products, people, facilities and supply chains through certification, verification, assessment and training services. 
Partnering with our customers, we build sustainable business performance and create stakeholder trust across all types of industries. 
Our experts are dedicated to helping customers make the world safer, smarter and greener.

Radiflow is a leading provider of cyber security for critical infrastructure networks. The Radiflow solution provides operators with 
visibility and control of their OT network; including both non-intrusive Industrial IDS to monitor real-time networks and security 
gateways to secure access to devices in critical zones. 

Associate Sponsors:

Platform Sponsors:

STEERING COMMITTEE

Ingolfur Gudmundsson
Senior OT Security 
& Compliance Officer
Orsted

Marina Krotofil
Senior Security Engineer
BASF 

Benjamin Collar
Head of Industrial Cyber 
Security for Europe Power 
Generation Services
SIEMENS

Casper Hoebeek
Project Director / Industrial 
Control Cyber Security Lead
CGI

Joe Dauncey
CISO
NATS

Chris Robinson
Principal Consultant ICS
Cylance 

Luciano Manfredi
Head of Advisory, Competent 
Authority
Ofgem

Olivier Vandelaer
Director Cyber Security
ENGIE Laborelec

Holger Berens
President
German Federal Association 
for the Protection of 
Critical Infrastructure

Founded by military cyber-experts with nation-state expertise defending critical infrastructure, CyberX provides the most widely-
deployed platform for continuously reducing ICS/SCADA/OT risk. Our patented, ICS-aware self-learning engines deliver immediate 
insights about ICS assets, vulnerabilities, and threats — in less than an hour — without requiring rules, signatures, or specialised skills. 
The platform supports any ICS protocol with zero OT impact. By integrating with existing SOC workflows and security stacks CyberX 
enables a unified IT/OT governance strategy that leverages resources across both IT and OT.
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Associate Sponsors:

Nozomi Networks is revolutionising Industrial Control System (ICS) cybersecurity with the most comprehensive platform for real-time 
cybersecurity and operational visibility. Since 2013 the company has innovated the use of machine learning and artificial intelligence 
to meet the unique challenges of critical infrastructure operations. Deployed in the world’s largest industrial installations, Nozomi 
Networks delivers network visualization and monitoring, cybersecurity incident and process anomaly detection, asset management 
and vulnerability assessment.

Dinner Sponsor:

OPSWAT protects critical infrastructure. Our goal is to eliminate malware and zero-day attacks. We believe that every file and every 
device pose a threat. Threats must be addressed at all locations at all times—at entry, at exit, and at rest. Our products focus on 
threat prevention and process creation for secure data transfer and safe device access. The result is productive systems that minimise 
risk of compromise. That’s why 98% of U.S. nuclear power facilities trust OPSWAT for cybersecurity and compliance.

Roundtable Sponsors:

Rhebo is the only company providing cybersecurity as well as stability for industrial control systems (ICS) in industrial and critical 
infrastructure companies. The solutions monitor all communication within the ICS, and reliably report attacks, vulnerabilities as well 
as technical error states. Thus, Rhebo increases resilience and reliability to safeguard the digital transformation.

SecurityGate is an award-winning SaaS developed by OT-domain experts. Our configurable SaaS automates assessments and 
remediation management across asset and supplier ecosystems, empowering users to easily prioritize risk management plans, 
expand the capacity of limited teams, and provide ROI on cyber risk management efforts.



CONFERENCE DAY ONE
Tuesday 1st October 2019

10:50
NETWORKING BREAK & 
WALK THE ROOM!

08:45 WELCOME ADDRESS

08:00 REGISTRATION

09:00

OPENING PANEL

• What are the biggest ICS threats & risks you are
   worried about?
• How are you training staff to keep the OT environment 
   safe, secure, & resilient while keeping production 
   processes on track?
• How are you overcoming unplanned challenges posed 
   by operationalising security plans?
• What approaches are working to gain management 
   support & commitment to strengthen your industrial 
   cyber security posture?

Industrial Cyber Security Direct from the Field

Moderator: Philippe Netzer-Joly, Chief Cyber Security 
Officer, Arkema 

- Andrew Tsonchev, Director of Technology, Darktrace
  Industrial 
- Matthew Freeman, Director, Cyber Security Services &
  Innovation, DNV GL
- Philip Tonkin, Head of OT Security, National Grid 
- Franky Thrasher, Nuclear Cyber Security Manager, 
  ENGIE Nuclear
- Peter Hazell, OT Security Manager, Yorkshire Water

10:10

OFFICIAL KEYNOTE

• How can bad actors create unsafe conditions by making 
simple changes?

• What value does detailed configuration management 
bring to your ICS Cybersecurity strategy?

• How can you improve both ICS Cybersecurity and 
process reliability by better managing the configuration 
of your ICS assets?

So You’ve Been Hacked. Now What?

- Matthew Selheimer, SVP of Strategy, PAS

11:30

PRESENTATION

This session discusses 3 real-life use cases where 
automated OT asset management was employed & the 
results. Specifically:

• How these organisations understood & controlled the 
cyber security resilience of ICS assets

• How they improved incident response, shortened 
resolution time, ensured operations continuity

• How these profiles organisations found a new level of 
compliance with industry regulations

Top 3 Use Cases for Automated OT Asset 
Discovery & Management

- Yariv Lenchner, Director of Product Management,
  Indegy

12:30

PLATFORM

Securing Access to Sensitive IT/OT Systems with 
Agentless MFA

Our sensitive IT and OT systems are exposed to 
more threats than ever. Compromised credentials 
are leveraged in 81% of successful breaches. Most 
organizations find it too difficult, sometimes impossible, 
to protect their sensitive assets against these attacks. 
Join us to learn how agentless MFA can be seamlessly 
applied to any sensitive system to ensure secure access, 
without requiring any agents, proxies or code changes.

- Ron Rasin, VP Product Management, Silverfort

14:40

PLATFORM

Fine-Tuning ICS Threat Models to Prioritise 
Mitigations of the Most Vulnerable Devices

• Identifying key OT assets, systems and their 
vulnerabilities

• Designing threat models that consider both the CIA 
defence strategy and the level of attacker capabilities

• Using risk scoring to prioritise threat mitigation actions 
and controls

- Ilan Barda, CEO, Radiflow

14:50

PRESENTATION

• Key considerations when initially exploring how to 
smoothly & securely transition plant assets & process 
controls into the modernised future

• What controls & safety considerations give the greatest 
gains when seeking to protect productivity, increase 
security and decrease cyber risk

• Success criteria and field experience on how to 
measure your organisation’s journey regardless of your 
industry and your starting point

Protecting Productivity: Walk Through One 
Company’s Journey as they Embraced Digital 
Modernisation & The Risks Involved

- David Van Crout, Senior Director, Europe, Claroty

15:20 NETWORKING BREAK

17:30 CLOSING REMARKS 
(Don’t forget to fill in your Evaluation Forms!)

16:20

PLATFORM

Risk Management & IT/OT Cyber Security in The 
Era of IT/OT Convergence

• Explore the foundation that enables a unified 
approach to securing IT and OT

• Learn how to adapt your compliance strategy to 
address the issues caused by IT/OT convergence

• Understand important first steps you can take to 
reduce your IT/OT risks

- David Brown, VP Global OT Business Director,
  Forescout

16:30

ROUNDTABLES

Delegates will split into groups, each making up a 
roundtable to discuss a specific issue & exchange ideas & 
experiences related to it. A moderator will be facilitating 
the discussion at every table:

T1: How you get the best value out of a POC in OT-
      Security 
      - Klaus Mochalski, CEO, Rhebo

T2: Addressing cyber vulnerabilities in (smart) 
       power grids
      - Yugo Neumorni, Board member & Chairman of 
       the Cybersecurity Council, EuroCIO

T3: Developing, implementing & testing your OT crisis 
      management & disaster recovery plans. 
      - Philip Tonkin, Head of OT Security, National Grid

T4: Attacks targeting specifically ICS vs attacks having 
      an impact on ICS. What are the key differences in 
      preparation & in defence? 
      - John Shearing, IT Security GRC Senior Analyst,
        Ball Corporation

T5: Where are our cyber risks & what are we doing 
      about them? A discussion on accelerated cyber 
      assessments & remediation with business context      
      - Ted Gutierrez, Co-Founder & CEO, SecurityGate

19:00 DINNER HOSTED BY:
(By invitation only)

12:40

PRESENTATION

A Data-Driven Analysis of Hidden Vulnerabilities 
in IIoT & ICS Networks

- Tony Redden, Regional Sales Director, CyberX

• The results of our “2019 Global ICS & IIoT Risk Report,” 
   a data-driven analysis of real-world network traffic 
   captured from more than 850 production ICS networks 
   worldwide
• Four steps towards protecting your “crown-jewel” 
   assets, based on INL’s risk-based CCE methodology
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13:10
SEATED LUNCH 
HOSTED BY:

ICS Cybersecurity. Safety. Compliance.

17:40 CHAMPAGNE RECEPTION 
HOSTED BY:

14:10

CASE STUDY

EDP Distribuição Cyber Security Strategy: 
Challenges of an Operator of Essential Services in 
Europe

• The DSO digitalization journey
• Cyber security threats and risks of the digital platform
• Regulatory challenge: NIS directive
• Evolution of EDP Distribuição’s cyber security strategy

- Nuno Medeiros, Head of OT Cyber Security,
  EDP   Distribuição

12:00

CASE STUDY

OT Cyber Protection Beyond the Myth of Passive 
Monitoring - The BKW Case in Switzerland 

- Franco Monti, OT Hardening Programme Lead, BKW

In many cases utility companies having critical 
infrastructure have difficulties understanding how 
best to setup OT monitoring & OT vulnerability 
management. Security by obscurity is not enough 
anymore to stay safe. “Don’t touch my running 
system” is not accepted anymore by management. 
BKW has hardened its OT by introducing passive 
& active monitoring with world-class technology, 
followed by process modification & people awareness. 
BKW is the first utility company in Switzerland to adopt 
active monitoring and have even connected their OT 
monitoring to a SOC-as-a-Service. Participants will 
get an introduction to what BKW achieved & how it 
achived its ambitions.

09:40

CASE STUDY

Slovnaft’s ICS Cyber Security Journey

• An overview of the 8 projects covering the main 
   critical areas
• How we managed the assessment phase
• The current delivery phase
• The impact of the recently released Cyber Security Act

- Jana Puskacova, CISO, Slovnaft



CONFERENCE DAY TWO
Wednesday 2nd October 2019

08:00 REGISTRATION

11:50

CASE STUDY

The Austrian Energy CERT: A Case Study on 
Collaboration

One of the major challenges accompanying the 
digitalisation trend is the need to ensure appropriate 
cybersecurity for operators, market participants and 
consumers. In this talk we will learn about the Austrian 
Energy CERT (AEC), working to increase resilience of the 
energy industry to cyber-attacks through collaboration.

- Dr. Walter Fraissler, Head of Information Security, 
  Verbund

10:10

PRESENTATION

In today’s connected world, the convergence of IT & OT 
continues to impact an organisations security strategy. 
The merging of the worlds requires an enterprise to work 
faster & smarter while keeping legacy & modern systems 
secure. 

We’ll explore an approach to securing your environment 
that leverages legacy technology & plans for future 
technology advancements.  We’ll examine three key 
ingredients needed in your cybersecurity strategy - 
visibility, control, & behavioral analytics – & their impact 
on the future of your business.

Cybersecurity for Safe, Reliable, and Secure IT 
and OT – The Impact of Visibility, Control and 
Analytics in an Era of Convergence

- Michelle Balderson, Director OT and Critical 
  Infrastructure, Fortinet

10:40 NETWORKING BREAK & MEET THE SPONSORS!

11:20

PRESENTATION

How can organisations secure 3rd party connections 
to their operational networks while still benefitting 
from new industrial control technologies? Through 
real life case studies such as VBR Partners (a turbine 
maintenance and performance optimisation company) 
and guidance from the DHS, FBI, and NSA, this 
presentation will analyse the anatomy of attacks through 
3rd party connections and outline the best practices and 
technologies available to help mitigate external threats 
to ICS systems.

Trust No One: Securing Third Party Connections 
to ICS

- Ian Walter, European Business Manager, Owl Cyber 
  Defense

12:20

PRESENTATION

Attempted breaches serve as a pointer: OT is the target 
& IT is the vector. This cyber reality must be priced 
into overall risk remediation strategies, just as natural 
disasters or terrorist attacks on infrastructure are. This 
session will suggest how to approach choosing cyber 
mitigation technologies to provide a quantifiable ROI 
based on specificity, frequency & severity of the threat.

Grasping the Privileged Access Risk to UK’s 
Critical Infrastructure

- Yuval Moss, VP Security Services EMEA, CyberArk

12:50 SEATED LUNCH 
HOSTED BY:

09:00

OPENING PANEL

• How can we foster dialogue among stakeholders  & 
support industry & government collaboration in 
minimising damage and recovery time? 

• The shortage of qualified OT cyber security resources: 
what can Governments & industry do to address it?

• Standard definition & application: there is an increase 
of government regulations affecting critical assets; what 
is the role of industry vs. the role of government in 
both defining & regulating critical infrastructure cyber 
security?

Enhancing States’ Capabilities to Prevent & React 
to Cyber Attacks against Critical Infrastructure

Moderator: Yugo Neumorni, Board Member & Chairman 
of the Cybersecurity Council, EuroCIO

- Holger Berens, President, German Federal Association 
  for the Protection of Critical Infrastructure
- Ragnar Õun, Head of Critical Information Infrastructure 
  Protection Department, Estonian Information Systems 
  Authority
- Jean Francois Montagne, CISO, Enedis
- Matthew Selheimer, SVP of Strategy, PAS
- Noel Slane, Regional Vice-President EMEA, OPSWAT

15:20 NETWORKING BREAK

16:00

GROUP DISCUSSION

• What are the most effective measures you have put in 
   place to manage risks of your services being disrupted 
   via your supply chain?
• Challenges in securing a complex ecosystem of
   partners: how are you overcoming them?

Securing Our Supply Chain

- John Wallworth, Information Security Lead, Virgin Care

16:40
CLOSING REMARKS &  
END OF CONFERENCE
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14:50

CASE STUDY

Maintaining Data Sovereignty despite Remote 
Maintenance Access and the Threat of Unknown 
Vulnerabilities

Due to the increasing complexity of systems, remote 
maintenance accesses are increasingly installed in the 
systems. The access is used in the project phase for 
programming and if a service contract exists also beyond 
the project duration. This external interface is a Trojan 
horse in the operator’s information security management 
system in the event of poor parameterization. In addition, 
if the operator does not provide sufficient specifications, 
this can lead to an unintentional loss of data sovereignty. 
ISO/IEC 27001 and ISA/IEC 62443 provide normative 
guidelines for the design of remote maintenance access. 
In Germany, the Federal Office for Information Security 
provides clear guidelines on how remote maintenance 
access must be operated in the area of critical 
infrastructure.

- Sven Müller, IT Security Project Engineer, Rail Power
  Systems GmBH

  

PRESENTATION

09:40
Strengthening Proactive Cyber Defence in the 
European Union Through Efficient Multi-sector 
Collaboration

- Matteo Merialdo, Project Implementation Coordinator,
  ECHO

• Retain & develop essential capacities to secure its 
   digital economy, infrastructures, society, & democracy
• Better align cybersecurity research, competences & 
   investments across different sectors
• Step up investment in technological advancements to 
   make the digital single market more cyber secure & 
   overcome fragmentation of research
• Support industries & equip them with latest 
   technologies & skills to develop innovative security 
   products & services & protect their vital assets 
   against cyber attacks

The ECHO project addresses these challenges through a 
network of cyber research & competence centres. Among 
the activities of the network, the creation & development 
of multi-sector technology roadmaps involving early 
warning, sector-specific certification schemes & federation 
of cyber-ranges.

08:50 WELCOME ADDRESS

14:20

PRESENTATION

- Dr. Gaetano Sanacore, Scientific Director, National
  Committee for Cyber Security, Resilience & Business
  Continuity for Electrical Grids

Cyber Security Guidelines for Electrical Systems 
Operators

• Objectives and methods for dealing with cyber 
security issues, in an integrated way and aligned with 
the NIS Framework and the National Cyber Security 
Framework, with international guidelines and standards

• Recommendations for the preparation of the most 
important safety checks to be implemented in strict 
agreement with the supply chain

13:50

CASE STUDY

Cyber Security in Early Design Stages of Process 
Plants - Our Experience

- Dr.-Ing. Urban Neunert, Expert Risk Studies Process & 
  Environmental Safety Services, The Linde Group

• The cyber threats challenges Linde Engineering faces 
during the design of process plants

• How we are assessing the risks of cyber attacks in 
early design stages by determination of likelihood / 
consequences & implementation of inherent safeguards 
preventing or mitigating the outcomes
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